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Security trends affecting South African businesses

Security talent is rare Security costs are escalating

There will be 2 million globall In 2020, 60% of IT budgets will be
‘.‘ g y

unfilled positions by 2020. /‘, spent on protection.
... Source: RSA Conference Source: Gartner

Smartphones and social media Humans are the weakest link

are killing productivit
gp y n In 2015, employee negligence was

Over 40% of time spent on the responsible for 36% of all security
Internet at work is for personal use. & incidents.
Source: Gartner Source: BakerHostetler

Introducing i1Shield NG5S

iShield is a

device located
at your premises, allowing you to
remotely control your entire network )
from one centralised location.
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Monitor Protect Block Report

your staff’s internet usage your network unproductive websites from anywhere, anytime
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IShield for Business

Network Protection,

Redundancy, VPN, Reporting.
m All in one Unified Threat

— Management Tool.
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Affordability
Local currency pricing makes
Cloud Group’s solution 30%
more cost effective than
international solutions
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Although the Internet has HTTPS Interception
revolutionised how we conduct : IShield NG5 is built to detect
business, it poses multiple challenges : ' the usually unmonitored

for today’s businesses. The explosion : HTTPS protocol ensuring all
of devices consuming your company’s . traffic is reported.
bandwidth, reduced productivity through
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personal time on social media, viruses

. | 1 Reduce Internet Costs
and legal ramifications are all risks that
need to be mitigated. iShield NG5 is the

ideal solution for simple and

Daily, weekly or monthly
usage limits ensure your
3 network is never compromised
comprehensive Internet management. y ,
by excessive bandwidth

consumption.
y =

Increase employee productivity
% Block or restrict users from

unproductive time online
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Google security

Hosted on Google’s secure Cloud
Platform, ensuring best-in-class
protection with anytime, anywhere

!

availability of company data.




Key Features of iShield N

Usze predefined or custom website black
ligts to prevent users from accessing
unauthorised websites

Manage multiple internet

connections
Locally developed and supported.

Attractive Rand based pricing.

Multi-Link
Capability
{Auto Failover)

Developed and

Supported in

South Africa
iShield NG5 iz built to detect the
usually unmonitored HTTPS protocol
ensuring all traffic iz reported.
iShield NGS5 has it's own private
Certificate Authority which must be
trusted by clients to prevent wamings
to users while maintaining high level
of security.

Usage
Reports
{Cloud
stored)

HTTe/
LHPSJ Key Features of

iShield NG5

HTTPS exclusion list for specific
transactions.
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Remote

e Firewall

Certificate based VPN Connectivity.
Deep Packet

Phishing Attack
ishing Attac Inspection (DPI)

Site-to-site and user-to-site Prevention

connectivity supported.

Users cannot bypass suspected malware or
phishing websites browser wamings.

Per Protocol identification of all
internet traffic

Failover gives you peace of
mind, should your primary
internet connection fail.

All usage statistics are stored in

the cloud to prevent any possible
data loss.

Usage statistics are retained on
local storage in the event of
Internet connectivity loss.

All Summary Header Records are
retained.

Built-in firewall proxy scans all
web traffic for potential
phishing sites.

In-Line Unified Threat
Management Device.
Additional perimeter
protection.
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Monitor and report Internet usage — real-time — with
comprehensive management tools

Schools receive a 50% reduction in
monthly fees

Technology is the way of the future
for education, and as more and more
educational institutions turn to the

Control web surfing with blacklists
and whitelists controlled by teachers

Internet as a platform for learning, so the
risks increase for both the learner and
the school. iShield NG5’s network

security solution for schools is affordable . Block access to social networking

and easy to implement and maintain and sites and limit IM and P2P

is completely scalable to accommodate
Protect your school’s network from viruses
and other network threats
N T

Protect your learners from
/ inappropriate and dangerous web content

s

growth.
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Contact L

Sales
010 593 4493

sales@cloudgroup.co.za

Durban
Mafavuke Business Park
2 Lucas Drive
Hillcrest
Kwa-Zulu Natal

etalls
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www.ishield.co.za

Support
011 251 2000

support@cloudgroup.co.za

Cape Town
1st Floor
Convention Towers
Foreshore
Cape Town

Accounts
010 593 4493

accounts@cloudgroup.co.za

Johannesburg
1 Avocet Close
Bromhof
Randburg
Gauteng

iShield NG5 is powered by The Cloud Group.

The Cloud Group is a Cloud Solutions provider. By partnering with the Cloud Group on your
digital journey, we help you to benefit immediately from costs savings and increased productivity.
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Please visit www.cloudgroup.co.za
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